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I. ALLGEMEINE HINWEISE

Für alle Themen gelten als wünschenswerte Ergebnisse min-
destens die folgenden: 1. Erklären Sie das Problem! 2. Ordnen
Sie das Thema / die Konzepte! 3. Stellen Sie Ergebnisse
vor und betrachten Sie diese kritisch! Der kritische Umgang
mit wissenschaftlicher Literatur ist ein wesentliches Ziel des
Seminars!

Die jeweiligen Literaturhinweise betrachten Sie bitte als
Vorschläge und Einstiege in das Thema. Sie sind manchmal
zu weit gefasst. Es ist ausdrücklich erwünscht, dass Sie
selbständig recherchieren und bibliographieren. Sie sollen also
keine ”erweiterte Inhaltsangabe“ oder ”Nacherzählung“ der
angegebenen Literatur abliefern. Besprechen Sie die Vorge-
hensweise mit Ihrem Betreuer.

II. THEMEN

A. Formal Basics and Quantification

1 k-Anonymity
a) Inhalt:
k-Anonymity is a property possessed by certain an-
onymized data to solve the problem: ”Given person-
specific field-structured data, produce a release of the
data with scientific guarantees that the individuals
who are the subjects of the data cannot be re-
identified while the data remain practically useful“.
l-Diversity and t-closeness address shortages of the
k-anonymity model.
b) Literatur:

• Sweeney: k-Anonymity: A Model for Protecting
Privacy

• El Emam, Kamal Dankar: Protecting Privacy
Using k-Anonymity

• Machanavajjhala et al.: l-Diversity: Privacy
Beyond k-Anonymity

• Li et al.: t-Closeness: Privacy Beyond k-
Anonymity and l-Diversity

c) Betreuer: Michael Schiffers
d) Bearbeiter: Andre, Reisner

2 Differential Privacy
a) Inhalt:
Differential privacy is a definition of a privacy goal
tailored to privacy-preserving data analysis. It pro-
vides a mathematically rigorous theory of privacy.
Although it is the strongest notion of privacy known

to date, it is also known that no deterministic algo-
rithm can guarantee differential privacy.
b) Literatur:

• Dwork: Differential Privacy: A Survey of Re-
sults

• Dwork: A Firm Foundation for Private Data
Analysis

• Dwork et al.: Calibrating Noise to Sensitivity in
Private Data Analysis

• Dwork et al.: Differential Privacy: A Primer for
the Perplexed

c) Betreuer: Michael Schiffers
d) Bearbeiter: Weinzierl, Schneider

3 De-Anonymization
a) Inhalt:
Any information that distinguishes one person from
another can be used for re-identifying anonymous
data. Re-identification algorithms are agnostic to the
semantics of the data elements. The emergence of po-
werful re-identification algorithms demonstrates not
just a flaw in a specific anonymization technique(s),
but the fundamental inadequacy of the entire privacy
protection paradigm based on ”de-identifying“ data.
De-identification provides only a weak form of pri-
vacy.
b) Literatur:

• Narayanan, Shmatikov: Robust De-
Anonymization of Large Datasets

• Ohm: Broken promises of privacy: Responding
to the surprising failure of anonymization

• Balduzzi et al.: Abusing Social Networks for
Automated User Profiling

• Almishari et al.: Are 140 Characters Enough? A
Large-Scale Linkability Study of Tweets

c) Betreuer: Karl Fürlinger
d) Bearbeiter: Rehfeuter, Unterbruner

B. Privacy and Infrastructure Aspects

4 Privacy in Clouds
a) Inhalt:
Cloud computing has generated significant interest in
both academia and industry, but it’s still an evolving
paradigm. Essentially, it aims to consolidate the
economic utility model with the evolutionary deve-
lopment of many existing approaches and computing
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technologies, including distributed services, applica-
tions, and information infrastructures consisting of
pools of computers, networks, and storage resources.
Confusion exists in IT communities about how a
cloud differs from existing models and how these dif-
ferences affect its adoption. While cloud computing
could significantly enhance collaboration, agility, and
scale, thus enabling a truly global computing model
over the Internet infrastructure, without appropriate
security and privacy solutions designed for clouds,
this potentially revolutionizing computing paradigm
could become a huge failure.
b) Literatur:

• Wei et al.: Security and privacy for storage and
computation in cloud computing

• Kalloniatis et al.: Towards the design of secure
and privacy-oriented Information Systems in the
Cloud: Identifying the major concepts

• Neela, Saravanan: Privacy Preserving Approa-
ches in Cloud: a Survey

• ITU-T: Privacy in Cloud Computing
• de Hert et al.: The new cloud computing

ISO/IEC 27018 standard through the lens of the
EU legislation on data protection

• Itani et al.: Privacy as a Service: Privacy-Aware
Data Storage and Processing in Cloud Compu-
ting Architectures

c) Betreuer: Bastian Kemmler (LRZ)
d) Bearbeiter: Khoury, Pömp

5 Location Privacy in Mobile Infrastructures
a) Inhalt:
The problem of privacy in human mobility data
shows that human mobility traces are highly iden-
tifiable with only a few spatio-temporal points. Even
coarse datasets provide little anonymity. These fin-
dings represent fundamental constraints to an indivi-
dual’s privacy and have important implications for
the design of frameworks and institutions dedica-
ted to protect the privacy of individuals. Location
obfuscation is a promising approach to protect the
location-privacy of mobile users in location-based
services.
b) Literatur:

• de Montjoye et al.: Unique in the Crowd: The
privacy bounds of human mobility

• Song et al.: Not So Unique in the Crowd: a Sim-
ple and Effective Algorithm for Anonymizing
Location Data

• Shokri et al.: Protecting Location Privacy: Opti-
mal Strategy against Localization Attacks

c) Betreuer: Vitalian Danciu
d) Bearbeiter: Gasser, Reiche

6 Privacy and Big Data
a) Inhalt:
One of the major applications of future generation
parallel and distributed systems is in big-data analy-
tics. Data repositories for such applications currently
exceed exabytes and are rapidly increasing in size.
Beyond their sheer magnitude, these datasets and as-
sociated applications’ considerations pose significant
challenges for privacy preserving.
b) Literatur:

• Kambatla et al.: Trends in big data analytics
• Aggarwal, Yu: A General Survey of Privacy-

Preserving Data Mining Models and Algorithms
• Schadt: The changing privacy landscape in the

era of big data
• Tene, Polonetsky: Big Data for All: Privacy and

User Control in the Age of Analytics
• Executive Office of the President: Big Data and

Privacy: A Technological Perspective
• International Working Group on Data Protection

in Telecommunications: Working Paper on Big
Data and Privacy

c) Betreuer: Nils gentschen Felde
d) Bearbeiter: Schmidt

7 Browser Tracking
a) Inhalt:
Advanced web tracking mechanisms are hard to
control, hard to detect and resilient to blocking or
removing. There exist subtle pitfalls (such as failing
to clear state on multiple browsers at once) in which
a single lapse in judgment can shatter privacy de-
fenses. This suggests that even sophisticated users
face great difficulties in evading such web tracking
techniques.
b) Literatur:

• Acar et al.: The Web Never Forgets: Persistent
Tracking Mechanisms in the Wild

• Eckersley: How Unique is Your Browser?
• Mowery, Shacham: Pixel Perfect: Fingerprinting

Canvas in HTML5
• Pan et al.: I Do Not Know What You Visited Last

Summer – Protecting users from third-party web
tracking with TrackingFree browser

c) Betreuer: Felix von Eye (LRZ)
d) Bearbeiter: Wüstrich, Hammerl

8 Privacy and Intrusion Detection Systems
a) Inhalt:
The relationship between intrusion detection and
privacy is particularly interesting. In order to analyze
the actions performed by users and applications,
intrusion detections systems (IDS) need to collect
and retain data about a user’s behavior. In contrast,
privacy is concerned with the right of individuals to
determine if, when, how, and to what extend data
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about themselves will be collected, stored, trans-
mitted, used, and shared with other. One approach
to balancing these interests is replacing identifying
features in audit data with pseudonyms and to reduce
pseudonym linkability effects.
b) Literatur:

• Büschges: Privacy Enhanced Intrusion Detection
• Niksefat et al.: ZIDS – A Privacy-Preserving

Intrusion Detection System using Secure Two-
Party Computation Protocols

• Venter et al.: PIDS: A Privacy Intrusion Detec-
tion System

• gentschen Felde: Ein föderiertes Intrusion De-
tection System für Grids

• Manshaei et al.: Game Theory Meets Network
Security and Privacy

c) Betreuer: Nils gentschen Felde
d) Bearbeiter: Diefenthaler, Mößbauer

C. Privacy-Preserving Techniques

9 Fuzzy-Based Approaches
a) Inhalt:
The primary goal of privacy preserving is to hide the
sensitive data before it gets published. For example,
a hospital may release patient’s records to enable
the researchers to study the characteristics of various
diseases. The raw data contains some sensitive infor-
mation of individuals, which must not be published
to protect individual privacy. However, using other
published attributes and additional external data al-
lows retrieving personal identities. One approach to
preserve sensitive information is using fuzzy logic.
b) Literatur:

• Karthikeyan et al.: A Fuzzy Based Approach for
Privacy Preserving Clustering

• Sridhar, Babu: A Fuzzy Approach for Privacy
Preserving in Data Mining

• Naga Lakshmi, Sandhya Rani, Babu: Privacy
Preserving Clustering Based on Fuzzy Data
Transformation Methods

• BSI: Study of the Privacy and Accuracy of the
Fuzzy Commitment Scheme; BioKeyS III–Final
Report

c) Betreuer: Felix von Eye (LRZ)
d) Bearbeiter: Mattusch, Lehmann

10 The Onion Router (Tor)
a) Inhalt:
Tor enables anonymous communication. Tor directs
Internet traffic through a free, worldwide, volunteer
network to conceal a user’s location and usage from
anyone conducting network surveillance or traffic
analysis. Onion routing is implemented by encryp-
tion in the application layer of a communication
protocol stack, nested like the layers of an onion,

used to anonymize communication. Tor encrypts the
original data, including the destination IP address,
multiple times and sends it through a virtual circuit
comprising successive, randomly selected Tor relays.
Each relay decrypts a layer of encryption to reveal
only the next relay in the circuit in order to pass the
remaining encrypted data on to it. The final relay
decrypts the innermost layer of encryption and sends
the original data to its destination without revealing,
or even knowing, the source IP address. An adversary
unable to defeat the strong anonymity that Tor pro-
vides may try to de-anonymize the communication
by other means.
b) Literatur:

• Dingledine et al.: Tor: The Second-Generation
Onion Router

• Sun et al.: RAPTOR: Routing Attacks on Privacy
in Tor

• Johnson et al.: Users Get Routed: Traffic Corre-
lation on Tor by Realistic Adversaries

c) Betreuer: Stefan Metzger (LRZ)
d) Bearbeiter: Kaiser, Smutek

D. Special Use Cases

11 Privacy and Car-to-Car Communication
a) Inhalt:
Ad hoc Car-to-Car Communications enable the co-
operation of vehicles by linking individual informa-
tion distributed among multiple vehicles. The so-
formed Vehicular Adhoc Network (VANET) works
like a new ”sensor“ increasing the drivers’ range
of awareness to spots which both the driver and
onboard sensor systems otherwise cannot see. The
C2C system electronically extends the driver’s hori-
zon and enables entirely new safety functions. While
C2C communication systems enable cars to exchange
data, anonymity of the vehicle and its driver must
be protected to a level at least comparable to which
users of mobile phones feel comfortable with today.
b) Literatur:

• Car2Car Communication Consortium: Manife-
sto: Overview of the C2C-CC System

• Dok et al.: Privacy Issues of Vehicular Ad-Hoc
Networks

• de Fuentes et al.: Overview of security issues
in Vehicular Ad-hoc Networks (Chapter 56 of
Cruz-Cunha, Moreira (eds.): Handbook of Re-
search on Mobility and Computing: Evolving
Technologies and Ubiquitous Impacts)

• Rabieh et al.: A Secure and Privacy-Preserving
Event Reporting Scheme for Vehicular Ad Hoc
Networks

c) Betreuer: Matthias Maiterth
d) Bearbeiter: Waldhütter, Estler
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12 Privacy and Electronic Voting
a) Inhalt:
Electronic voting (also known as e-voting) is voting
using electronic systems to aid casting and counting
votes. E-voting technology ranges from punched
cards to specialized voting kiosks (including self-
contained direct-recording electronic voting systems,
or DRE). It can also involve transmission of ballots
and votes via private computer networks, or the Inter-
net. In general, e-voting includes supervised voting
by representatives of governmental or independent
electoral authorities and remote e-voting where vo-
ting is performed within the voter’s sole influence
and not physically supervised by representatives of
governmental authorities. While e-voting technology
can speed the counting of ballots, there has been con-
tention that e-voting, especially DRE voting, could
facilitate electoral fraud.
b) Literatur:

• Oo, Aung: A Survey of Different Electronic
Voting Systems

• Zissis, Lekkas: Securing e-Government and e-
Voting with an open cloud computing architec-
ture

• Olembo, Volkamer: E-Voting System Usability:
Lessons for Interface Design, User Studies, and
Usability Criteria (Chapter 11 in Saeed, Reddick
(eds.): Human-Centered System Design for Elec-
tronic Governance)

c) Betreuer: Karl Fürlinger
d) Bearbeiter: Bünger, Bitzer

13 Privacy in Social Networks
a) Inhalt:
With the proliferation of online social networks, there
has been increasing concern about the privacy of
individuals participating in them. While disclosing
information on the web is a voluntary activity on
the part of the users, users are often unaware of
who is able to access their data and how their data
can potentially be used. Data privacy is defined as

”freedom from unauthorized intrusion“. However,
what constitutes an unauthorized intrusion in soci-
al networks is an open question which is further
complicated by two confusing facts: Firstly, our
online communication is usually accessible to a vast
number of people. In addition to these online friends
as a ”known audience“, there are other ”unknown
audiences“, such as advertisers who purchase the
users’ aggregated profile information from social
media companies to address their target audiences.
Secondly, many users appear not to feel threatened
in terms of their need for and experiences of priva-
cy when communicating online. Although they are
aware of their data’s publicity on an abstract level,
many feel free to speak and to open up to others.

b) Literatur:
• Madejski et al.: A Study of Privacy Settings

Errors in an Online Social Network
• Zheleva, Geetor: Privacy in Social Networks: A

Survey (Chapter 10 in C. C. Aggarwal (ed.):
Social Network Data Analytics)

• Beye et al.: Privacy in Online Social Networks
• Several chapters in Trepte, Reinecke (eds.): Pri-

vacy Online: Perspectives on Privacy and Self-
Disclosure in the Social Web

c) Betreuer: Vitalian Danciu
d) Bearbeiter: Meitinger, Le

III. ZUSAMMENFASSUNG

In der folgenden Tabelle sind noch einmal kurz die Themen
gelistet. Auf der jeweils angegebenen Seitenzahl finden Sie ne-
ben einer Mini-Inhaltsangabe auch Literaturhinweise und den
Betreuer des Themas. Kontaktdaten können Sie den jeweiligen
Links entnehmen.

Es wird dringend empfohlen, frühzeitig Kontakt mit den
Betreuern aufzunehmen.

[1] k-Anonymity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
Betreuer: Schiffers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

[2] Differential Privacy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
Betreuer: Schiffers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

[3] De-Anonymization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
Betreuer: Fürlinger . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

[4] Privacy in Clouds . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
Betreuer: Kemmler . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

[5] Location Privacy in Mobile Infrastructures . . . . . . . . . . 2
Betreuer: Danciu . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

[6] Privacy and Big Data . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2
Betreuer: gentschen Felde . . . . . . . . . . . . . . . . . . . . . . . 2

[7] Browser Tracking . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2
Betreuer: von Eye . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

[8] Privacy and Intrusion Detection Systems . . . . . . . . . . . . 2
Betreuer: gentschen Felde . . . . . . . . . . . . . . . . . . . . . . . 2

[9] Fuzzy-Based Approaches . . . . . . . . . . . . . . . . . . . . . . . . . . 3
Betreuer: von Eye . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

[10] The Onion Router (Tor) . . . . . . . . . . . . . . . . . . . . . . . . . . 3
Betreuer: Metzger . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

[11] Privacy and Car-to-Car Communication . . . . . . . . . . . . 3
Betreuer: Maiterth . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

[12] Privacy and Electronic Voting . . . . . . . . . . . . . . . . . . . . . 4
Betreuer: Fürlinger . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

[13] Privacy in Social Networks . . . . . . . . . . . . . . . . . . . . . . . 4
Betreuer: Danciu . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

4

http://ijsetr.com/uploads/652143IJSETR1710-596.pdf
http://ijsetr.com/uploads/652143IJSETR1710-596.pdf
http://extev.syros.aegean.gr/papers/J42.pdf
http://extev.syros.aegean.gr/papers/J42.pdf
http://extev.syros.aegean.gr/papers/J42.pdf
https://www.secuso.informatik.tu-darmstadt.de/fileadmin/user_upload/Group_SECUSO/Papers/olembo_chap_saeed_book.pdf
https://www.secuso.informatik.tu-darmstadt.de/fileadmin/user_upload/Group_SECUSO/Papers/olembo_chap_saeed_book.pdf
https://www.secuso.informatik.tu-darmstadt.de/fileadmin/user_upload/Group_SECUSO/Papers/olembo_chap_saeed_book.pdf
https://www.secuso.informatik.tu-darmstadt.de/fileadmin/user_upload/Group_SECUSO/Papers/olembo_chap_saeed_book.pdf
https://www.secuso.informatik.tu-darmstadt.de/fileadmin/user_upload/Group_SECUSO/Papers/olembo_chap_saeed_book.pdf
http://www.nm.ifi.lmu.de/~fuerling/
http://maritzajohnson.com/publications/2012-sesoc.pdf
http://maritzajohnson.com/publications/2012-sesoc.pdf
http://www.cise.ufl.edu/~mythai/courses/2012/cis6930/Notes/privacy_survey_chapter.pdf
http://www.cise.ufl.edu/~mythai/courses/2012/cis6930/Notes/privacy_survey_chapter.pdf
http://www.cise.ufl.edu/~mythai/courses/2012/cis6930/Notes/privacy_survey_chapter.pdf
http://doc.utwente.nl/81270/1/Beye12privacy.pdf
http://www.researchgate.net/profile/Sabine_Trepte/publication/261613840_Privacy_Online/links/0deec534d1d45f3c5e000000.pdf
http://www.researchgate.net/profile/Sabine_Trepte/publication/261613840_Privacy_Online/links/0deec534d1d45f3c5e000000.pdf
http://www.researchgate.net/profile/Sabine_Trepte/publication/261613840_Privacy_Online/links/0deec534d1d45f3c5e000000.pdf
http://www.nm.ifi.lmu.de/~danciu/

	Allgemeine Hinweise
	Themen
	Formal Basics and Quantification
	Privacy and Infrastructure Aspects
	Privacy-Preserving Techniques
	Special Use Cases

	Zusammenfassung

